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Just when 
you thought 
you had 
the Internet 
mastered, 
something 
new crops 
up on the 
horizon. 

One of the 
newest ad-
vances that 
will likely 

revolutionize the world is the Internet 
of Things (IoT). 

If you haven’t heard of this, you’re 
not alone, but this idea is fast becom-
ing a realization. Simply put, the 
IoT refers to how it is possible to 
remotely control and monitor just 
about anything via sensors and, of 
course, your Internet connection – 
from opening your home’s garage 
door from your office to the level of 
dog food remaining in your pooch’s 
bowl.

This concept recently gained defini-
tion at Apple’s Worldwide Devel-
oper Conference when the company 
unveiled two applications for iOS8. 

The first was the HealthKit app, 
which lets users keep up with health 
and fitness data without wearing an 
actual tracker. 

The other was the HomeKit that can 
remotely control electronic devices 
like lights and cameras at home. 

While these developments are geared 
toward individuals, the impact this 
type of technology can have on 
businesses is 
astronomical, 
especially in 
revolutionizing 
small business. 

The most read-
ily recogniz-
able change 
the IoT can 
bring for small 
businesses is 
an increase in 
efficiency and, 
consequently, productivity. 

Once the proper equipment is 
installed, inventory can be checked 
right from the Internet without ever 
making a trip to the warehouse or 
sales floor. 

When this inventory is monitored by 
a computer, it is also free of human 
error, so it is more accurate. The IoT 
can be adapted to send alerts when 
systems require maintenance as well. 

The Internet of Things won’t just im-
prove how small businesses operate, 
it will create opportunities for entirely 

new small businesses to develop. 

After all, someone has to install and 
repair the required equipment. There 
will also, undoubtedly, be other ways 
to capitalize on this new technology 
that cannot be presently foreseen. So, 

while automating many processes 
with IoT may phase out certain roles, 
it will open the door for new roles to 
be filled.   

One of those potential roles may be 
in security, preventing hackers from 
having a heyday in the IoT. 

With more online connectivity, there 
are more access points to small busi-
ness systems. 

This will require IoT experts to be 
vigilant against new threats and 
discover ways to thwart the efforts of 
cyber criminals.
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Visit The Tech 
Experts Twitter 

& Facebook
Our Face-
book page is 
a great place 
to keep up 
with every-
thing we’re 
doing at Tech 
Experts! You 
can check 

out staff photos, press releases, blog 
postings, and enter our occasional 
contests! You can visit our page and 
become a fan at 
www.fb.com/TechnologyExperts

Twitter is 
another 
great place 
to keep  up 
with every-
thing going 
on at Tech 
Experts! You can follow us at 
www.Twitter.com/TechExperts
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Online Safety: Is Your Website Secure?

Need help? Call the Tech Experts 24 hour computer emergency hotline at (734) 240-0200.

For all 
too many 
compa-
nies, it’s 
not until 
after a 
breach has 
occurred 
that web 
security 
becomes a 
priority. 

While more than a few examples 
of recent breaches may leap to 
mind, know that these aren’t ex-
clusive to big name retailers who 
accept credit cards. If you have 
a website for your business, you 
may be at risk.

As more and more business is 
done using the World Wide Web, 
websites themselves have become 
increasingly attractive to cyber-
criminals. 

Websites are such a lucrative 
target for an attack because not 
only are there so many sites to 
attack, but an overwhelming ma-
jority of all websites can be easily 
exploited by some of the most 
common vulnerabilities.

Attackers, no longer driven by no-
toriety and ideology, have focused 
more on techniques that allow 
them to profit from their illegal 
activities. 

Exploited sites allow the theft 
of credit card data, financial in-
formation, identities, intellectual 
property, and anything else cyber 
criminals can get their hands on. 

The integrity of the company’s 

internal network can be affected 
as well if the website provides 
access to it.

There are many online services 
that allow anyone to create a web-
page in under ten minutes. 

Unfortunately, these quick 
solutions also make it easier for 
attackers. Without proper training 
and knowledge, many of these 
sites are left with multiple vulner-
abilities. A few of these vulner-
abilities will be discussed.

The Heartbleed Bug is a vulner-
ability that allows attackers to 
obtain confidential data such as 
usernames, passwords, emails, 
and even proprietary company 
data and communications. 

Even if you think you might be 
protected because you use en-
crypted forms of communication, 
you’re not safe. Attackers will be 
able to eavesdrop into your com-
munications and steal data from 
beneath you.

Like Heartbleed, one of the most 
prominent vulnerabilities affect-
ing web applications is cross site 
scripting (XSS). 

This vulnerability can allow an 
attacker to hijack web communi-
cations. The attacker may target 
a vulnerable website by tricking 
the user into submitting sensi-
tive information or performing a 
privileged action within the target 
website’s web controls.

Application Denial of Service 
attacks have rapidly become a 
commonplace threat for doing 

business on the Internet — more 
proof that Web application 
security is now more critical than 
ever. Denial of Service attacks 
can result in significant loss of 
service, money and reputation for 
organizations. 

Typically, the loss of service is the 
inability of a particular network 
service, such as e-mail, to be 
available or the temporary loss 
of all network connectivity and 
services. 

Denial of Service attacks are 
centered on the concept that by 
overloading a target’s resources, 
the system will ultimately crash. 

An HTTP Denial of Service 
attack can also destroy program-
ming and files in affected com-
puter systems. 

In some cases, HTTP DoS attacks 
have forced Web sites accessed by 
millions of people to temporarily 
cease operation.

Websites that can be compro-
mised pose a serious risk and thus 
serious preventative measures 
should be taken to combat it. 

Scrambling to fix the problem 
after the fact is costly, stressful, 
and can potentially result in legal 
action. Breaches also cause dam-
age to your company’s image and 
brand, which may be permanent. 

Know your vulnerabilities and 
don’t rely on ten-minute-or-less 
website creators to keep you safe. 

If it’s too good to be true, it prob-
ably is.

Michael Menor is Vice 
President of Support 
Services for Tech Experts.

Create new service requests, check ticket status and review 
invoices in our client portal: http://www.TechSupportRequest.com
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Do you 
know 
where all 
of your 
data is? 
Is the file 
you’re 
looking for 
saved to 
worksta-
tion-01 or 
worksta-

tion-12? What happens when a user 
deletes a file you need from their 
workstation? What happens if your 
workstation dies?

If you’re a business owner or 
manager and have trouble answer-
ing those questions, 
centralized storage of 
your data may be your 
answer. 

You can remove the 
stress of accidental 
deletions, have direct 
mapped access to your 
files, secure your data 
from intrusion and, 
most importantly, make 
it easy and simple to 
back up your data.

Centralized storage can include 
an external hard drive, USB flash 
drive, NAS (Network Attached 
Storage) device, cloud environ-
ment, or storage on a server. The 
best method is determined by your 
business structure. 

Smaller businesses may opt for 
simple external devices attached to 
a workstation or a NAS device to 
save and back up their data. 
Simple external devices such as 
larger-sized USB flash drives and 
external hard drives are a low-cost 
solution.

NAS devices cost more, but they 

are useful additions to business 
networks. Most mid-ranged NAS 
devices offer raid levels 0, 1, and 5, 
so they can be customized for speed 
or data protection. 

Some NAS devices are running a 
server-style operating system that 
will integrate into your existing 
AD. This will offer additional secu-
rity features over a simple external 
hard drive or USB flash drive.

Businesses and home users that opt 
for the simple and least expensive 
method need to be very diligent 
about their data. Smaller devices 
are more susceptible to theft and 
damage. 

They also tend to have shorter lives 
than other more costly methods. 
Should you go this route, make 
sure you maintain backups of your 
data and immediately replace your 
device at the first sign of possible 
hardware failure. 

Data recovery from a simple 
solution device may not always be 
possible and it can become very 
costly to try. 

Larger businesses will want to opt 
for on-site storage with network 
drives and backup solutions in 
place. Or they may want to invest 
in the cloud for a storage. 

Most medium-to-large scale busi-
nesses already have some form of 
a network server and backup in 
place, so all that may be needed is 
additional hard drive space or the 
creation of folders to house data.  

You may also want to install a 
dedicated server for just data stor-
age and possibly to handle your 
printing management. Cloud-based 
storage can be costly depending on 
the amount of data that needs to be 
stored, the security level, and the 
number of simultaneous connec-
tions to your data. 

Cloud-based methods tend to be 
best as a secure backup option, but 

can be used for raw 
storage. With web-
based access, all your 
employees need is an 
Internet connection to 
access their data.

Both on-site server 
storage and cloud stor-
age offer strong backup 
options, the ability to 
restore deleted files, 
ease of access from 
off-site locations, and 
the sharing of files and 

folders across a wide area. 

Whether you choose to go with a 
low-cost simple solution or a more 
robust solution, centralized storage 
brings peace of mind that your data 
is accessible and secure. 

Your business will become more 
efficient and streamlined just 
by maintaining your data in one 
easy-but-secure location for your 
employees to access.

For more information about imple-
menting centralized storage in your 
business, call the experts at Tech 
Experts: (734) 457-5000.

The Importance Of Centralized Storage

Scott Blake is a Senior 
Network Engineer with 
Tech Experts.
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Fax (734) 457-4332
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General Support

(734) 457-5001

(888) 457-5001
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Sales Inquiries
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(888) 457-5001
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Take advantage of 

our client portal!  

Log on at:

www.TechSupportRequest.com

Contact Information

Beware Of These Tax Return Scams
In the online world, it seems that 
there is always a new threat crop-
ping up on the horizon. There is 
one, however, that has been return-
ing year after year following the 
onset of online tax filing. 

This is the prime time for tax 
phishing scams, and it is important 
to recognize the signs of a cyber-
criminal going after your identity 
and holdings. 

Since tax season is often a mystify-
ing time financially with ever-
changing laws that directly affect 
your pocketbook, it isn’t far-fetched 
to believe the IRS or a related 
government agency may need to 
double-check your data or ask for 
additional information via email 
or text.

This is a situation that sophisticated 

thieves are well aware of, and they 
do not hesitate to exploit citizens’ 
lack of knowledge of how the 
revenue service actually conducts 
its business. 

In fact, approximately 25,000 
phishing emails (messages ask-
ing for personal data like Social 
Security numbers and the like) and 
611 scam websites were shut down 
during the last tax season. It is 
probable that far more efforts went 
unreported. 

Fortunately, it is easy to thwart 
criminals’ efforts to gain access 
to your personal information and 
financial holdings when you are on 
the alert. 

First, no government agency will 
ask for such information through an 
unsecured email or text. If the tax 

agency, tax-preparation company, 
or related organization needs ad-
ditional sensitive information from 
you, you will be contacted by 
mail, phone, or directed to a secure 
website. 

In the case you are suspicious of a 
particular communication, double 
check that the email or physical ad-
dress matches that of the legitimate 
organization. 

Also, beware of messages that do 
not use your full name with some-
thing generic, such as “Dear valued 
customer,” or warn that there will 
be dire consequences if you do not 
reply right away. 

If there is any doubt whether an 
email or text is a scam, report it to 
the organization in question or law 
enforcement agencies.

Remote Access And Security For Your Business
Working remotely is on the rise and 
is revolutionizing how business is 
conducted as a whole. As companies 
make the switch from centralized 
networks that require being physically 
present in the office to expansive 
virtual environments, it is possible 
to access corporate data from just 
about anywhere. Those companies 
that resist embracing remote access 
risk being left behind technologically 
and miss out on all of the benefits 
using things like clouds or application 
virtualization can bring. 

Just by providing remote access to 
corporate files and programs, employ-
ees can work from anywhere on the 
fly. This allows your team to work 
on projects while at home or out of 
town, greatly increasing productivity 
and reducing the stress of trying to 
meet deadlines when life gets in the 
way and prevents being physically 
in the office. Remote access also lets 

employees view or share important 
documents from other devices, such 
as smartphones or tablets, to quickly 
verify information on the fly or per-
form last-minute tasks with ease.

With remote access, new security 
concerns also arise. With the transfer 
of sensitive data, there is the risk of it 
being intercepted by a third party that 
isn’t committed to your company’s 
success or has the intent of doing 
harm. 

Consequently, it crucial to secure 
your remote access system. Secure 
remote access will ensure that files 
are encrypted during transfer, scan for 
malware, authenticate user identity, 
and control who has access to particu-
lar information. 

In these ways, proper security mea-
sures not only prevent those outside 
the company from gaining access to 

private data, but also manage who can 
view and use data internally.

With the proper security, a business 
can thrive beyond expectation. Em-
ployee performance can skyrocket by 
having access to work data 24/7 and 
from any location because physical 
presence in the office is no longer a 
prerequisite to getting work done. 

Business continuity is also greatly im-
proved because inclement weather or 
natural disasters don’t shut down op-
erations and the meeting of deadlines. 
Secure remote access can even boost 
employee morale and productivity by 
facilitating work in varied locations 
using multiple access mechanisms.

If you require assistance setting up 
or securing remote access to your 
business, let us know and we will 
show you what works best for your 
situation.


