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A key requirement to any 

cybersecurity framework is 

the proactive detection of 

a cyber event.  Anti-virus, 

spyware or other malware 

programs can and should 

be installed on each of your 

systems.  

One of 
the key 
methods 
that the 
NIST rec-
ommends 
businesses 
do on a 
continual 
basis is 
focus on 
these five 
categories 

as you assess your cybersecurity 
framework.  These should 
be done regularly, and 
proactively, in order to be 
the most effective.  

The categories are broad 
and cover a wide array of 
tools that businesses can 
use to build a cybersecu-
rity framework that best 
supports their business 
security needs.  They are: 
identify, protect, detect, 
respond and recover.

The first step you should 
take is to identify who 
should and should not have ac-
cess to your business’s privileged 
information, and then maintain 
strict physical access rules for 
those personnel who don’t need 
that access.  

NIST recommends that you do not 
allow cleaning and maintenance 
staff unsupervised access to rooms 

that contain computers or other 
technology that stores sensitive 
information.  

Further recommendations include 
performing extensive background 
checks on all prospective employ-
ees, setting systems to lock down 
after several minutes of inactivity 
and maintaining separate accounts 
for each user.

The second category NIST men-
tions is to protect, which focuses 

on the ability to limit or contain 
the effects of a cybersecurity 
event.  

Key recommendations include: 
limiting access to every part of the 
business information and systems, 
utilizing surge protector and 
uninterruptible power supplies, as-
signing a specific day of the month 

to perform patches for all software 
and regularly updating the firm-
ware and operating systems for 
every system in your group.  

Firewalls, securing your wifi, and 
training your employees on se-
curity best practices round up the 
extensive list in this category.

 A key requirement to any cyberse-
curity framework is the proactive 
detection of a cyber event.  Anti-
virus, spyware or other malware 

programs can and should 
be installed on each of 
your systems.  

NIST recommends that 
you install two different 
programs from two differ-
ent vendors for maximum 
security.  You can even 
take it a step further and in-
clude Remote Monitoring 
and Management (RMM) 
Services as a part of your 
security protocol.  RMM 
is an even bigger added 
layer of security in your 
ability to detect threats 

before they cause damage to your 
systems.  

NIST recommends business 
develop a plan for the immediate 
response needed in the event of a 
natural disaster, fire or other event 
- the same applies to cyber 
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Windows 10 Issues Persist After Windows 7 Retires
January 
marked 
the end for 
Windows 
7. After 
ten years 
and more 
than a few 
extensions, 
Microsoft 
finally 
made the 

cut-off and will no longer be updat-
ing what many would call its most 
reliable operating system ever. 

Many businesses held 
out as long as possible, 
and some have even paid 
for privatized extended 
support. 

Microsoft certainly had 
to split its focus while 
having more than one 
operating system in pro-
duction, but with the end 
of Windows 7, one would 
assume that Windows 
10 would have more de-
velopers working on the 
issues and updates as they arise. 

It hasn’t been long, but so far, we 
have not seen anything to indicate a 
brighter future for Windows 10. 

Now, Microsoft is no stranger to 
a failed OS. Who can forget Win-
dows ME (Millennium Edition), 
Windows Vista, and even Windows 
8? These were deemed failures and 
had a much shorter life span than 
favorites like Windows XP and 
Windows 7. 

That said, Windows 10 won’t fall 
into the same category as ME, 
Vista, or Windows 8. Windows 10, 
when correctly functional, really is 
one of the better user experiences 
there has been. It has already prov-

en commercially to be more suc-
cessful with a larger market share 
than any of the failed systems. 

Of course, that could also be at-
tributed to the fact that there was 
another OS available at the times of 
ME, Vista, and Windows 8. Win-
dows ME couldn’t break the grasp 
that Windows XP had. Vista was a 
victim of Windows XP and Win-
dows 7. Windows 8 was decimated 
by Windows 7 and Windows 10. 

Windows 10 from a user standpoint 

is not a failure, but there are a few 
ways that it exceeds the issues 
that some of these failed operating 
systems had. 

Windows 10 has had some fairly 
widespread issues. The most recent 
problem? A majority of Windows 
10 users found themselves unable 
to use the search feature in Win-
dows. The start menu would allow 
you to open it, but the search never 
returned results. 

Microsoft was able to fix the issue 
within a day or so, but what caused 
the issue? 

The broken search was related to 
a broken link to Bing search. The 
search function is integrated with 

Bing, and the functionality of the 
feature was completely broken 
because of it. 

There have been other issues as 
well. One of my favorite and most 
unique problems with Windows 10 
was a few month span during an en-
tire feature update where Microsoft 
had broken the ability to install 
Microsoft Office. 

There was no fix. If the problem oc-
curred, you had to either roll back 
to install Office or wait until the 

next feature update. 

You almost expect there to be 
issues with third party software dur-
ing a new update, but when it’s the 
company’s own product? It is defi-
nitely a headscratcher. Relatedly, 
there were frequent problems with 
Office activation and the Microsoft 
store being completely missing or 
broken.

While Windows 7 didn’t have all of 
the features that Windows 10 did, it 
seemed to be much more reliable. 

We can only hope that Microsoft 
gets those extra developers working 
so Windows 10 can be as reliable 
as its predecessor. Despite these 
issues, the potential is there. 

Jason Cooley is Support 
Services Manager at Tech 
Experts.
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Ransomware Attacks On Healthcare Providers Rose 350% In Q4 2019
Ransomware assaults against 
healthcare providers expanded 
an astounding 350 percent during 
the last quarter of 2019 with the 
quick pace of assaults previously 
proceeding all through 2020.

Ransomware attacks dominated 
healthcare headlines during the 
later part of 2019 with attacks on 
IT vendors disrupting services on 
hundreds of dental and nursing 
facilities, while a number of hos-
pitals, health systems, and other 
covered entities reported business 
disruptions 
from these tar-
geted attacks.

Also, in 
December, 
Blackberry 
Cylance 
specialists 
revealed 
that another 
ransomware 
variation 
known as 
Zeppelin was spotted focusing 
on the human services division 
and tech associations through the 
supply chain. 

IT research group Corvus broke 
down the ransomware attacks of 
the last few years to get a feeling 
of malware’s effect on the part 
and its assault surface and discov-
ered there were in excess of 24 
announced ransomware occur-
rences a year ago. 

These findings mirror similar re-
ports, which also noted that these 
numbers are likely lower than 
the actual number of attacks – as 
some ransomware victims do not 

report the incidents to the public. 

In fact, Emsisoft research shows 
that more than 759 healthcare 
providers were hit with ransom-
ware last year, reaching crisis 
levels.

Further, the trend has continued 
in 2020 with at least four health-
care covered entities reporting 
attacks in January alone. Ac-
cording to Corvus, the number 
is more than any other quarter in 
healthcare since Q3 2017. And if 

the rate continues, there will be at 
least 12 reported during Q1 2020.

The researchers also found that 
healthcare actually has a smaller 
attack surface, on average, than 
the web average. Those that have 
reduced their overall exposure, 
especially hospitals, have limited 
the risk of exposure. 

But health services and medical 
groups are the most at risk in the 
sector, according to the data.

That’s not to say that healthcare 
is successfully securing its attack 
surface. For example, one of the 
most common exposure types 

is through the remote desktop 
protocol, which is associated with 
a 37 percent greater likelihood of 
a successful ransomware attack.

Healthcare is also struggling to 
secure its email security, overall. 
Eighty-six percent of healthcare 
covered entities don’t use scan-
ning and filtering tools on their 
email platforms. Even hospitals, 
which typically leverage these 
services at a higher rate, are fail-
ing to deploy this tool at a suc-
cessful rate (just 25 percent use 

the tech).

What’s more, 
health practi-
tioners, such 
as dentists and 
physicians 
are 14 percent 
less likely on 
average to use 
the most basic 
form of email 
authentica-
tion, which 

are known to prevent suspicious 
emails from making it to the 
inbox.

It’s concerning, as Corvus 
showed that more than 91 percent 
of ransomware attacks are the 
result of phishing exploits.

“Hospitals use email scanning 
and filtering tools more than aver-
age, but the average is low,” re-
searchers wrote. “These services 
are associated with a 33 percent 
reduction in the likelihood of a 
ransomware attack. All healthcare 
entities should strongly consider 

Continued on page 4
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The 5 Broad Categories Of The Cybersecurity Framework, continued 

attacks.  Businesses should 
develop a cyber attack response 
plan that includes details on the 
roles and responsibilities of cer-
tain employees, what to do with 
information systems in the event 
of an incident, who to call, and 
what constitutes a cyber event.  

Furthermore, NIST recommends 
you do this at an employee level, 
letting each employee know what 
his or her role will be in the event 
of a disaster.

The last category NIST defines is 
recover.  NIST has 4 recommen-
dations as to a process to use to 
help your business recover with 
minimal damage should an attack 
occur.  They are:

• Make full backups of all 
business data monthly either 
on an external hard drive 
(stored in a different loca-
tion), or online cloud storage  

• Make automatic incremental 
backups of important data, 
and store them in three dif-
ferent ways: removable me-
dia such as an external hard 
drive, a separate isolated 
server, and cloud backup and 
online storage from a cloud 
provider. 

• Utilize Cyber Insurance - 
cyber, like health, auto, or 
business insurance, can help 
your business recover both 
physically and financially if 

a cyber event were to occur.   
 
Some cyber insurance 
providers even offer cyber-
security experts who can 
further help you identify 
where, what and how you 
are vulnerable and give sug-
gestions on how to fix those 
insecurities. 

• Conduct regular assessments 
of processes, procedures and 
technologies and make cor-
rections or improvements as 
necessary. 

Cyber attacks are a real and pres-
ent danger to your business, but 
you can mitigate the risks by fol-
lowing the above suggestions. 

such services to help prevent 
phishing.”

Corvus also found that hospi-
tals are six times more likely to 
internally host their own servers, 
instead of leaning on a third-party 
vendor. As a result, those entities 
have “the responsibility for main-
taining some aspects of security 
in their court: keeping up with the 
everchanging threats rather than 
handing it off.”

“As commodity ransomware has 
become more readily available 
and examples of successful at-
tacks on smaller organizations, 
like local governments, gain 
attention, attackers may well turn 
their attention to organizations 

like individual health practitio-
ners or nursing/long-term care 
facilities,” researchers wrote.

“We can see that the security 
measures at these kinds of organi-
zations are average at best, and in 
some areas worse,” they contin-
ued. “Healthcare organizations of 
all sizes are at risk… They should 
be taking advantage of opportuni-
ties to improve email security.”

As the number of successful 
ransomware attacks increased, 
several industry stakeholders 
released guidelines to help orga-
nizations shore up their defenses, 
including the Department of 
Homeland Security, Microsoft, 
NIST, and the Office for Civil 

Rights. Healthcare organizations, 
especially those with limited 
resources, should turned to these 
insights to bolster their defenses.

Lastly, the FBI has continually 
reminded organizations that they 
should not pay the ransom for a 
host reasons, including that there 
is no guarantee the hackers will 
unlock the data and the threat 
actor may launch a subsequent 
attack. 

Ransomware attacks have cost 
the healthcare sector at least $160 
million since 2016, according to 
Comparitech.
This article was adapted from 
research published by Health IT 
Security.


